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Mixed alphabet cipher

1 the ciphertext alphabet is constructed by picking a keyword and
writing it down, ignoring repeated letters. Follow it with the
letters of the alphabet that have not yet been used.




Example

ENCRYPTION DECRYPTION
Encrypt the plaintext” computer" using mixed Decrypty the Ciphertext” FIGKUSRP” USing mixed alphabet with
alphabet with keyword “information” keyword “information”
Solution
Solution Keyword: information

: : Remove duplicate: informat
Keyword: information P

Remove duplicate: informat
Plaintext alphabet |a|b|c|d|e|f|g|h nlo|plglris|ftiulv|W/ x|y|z
Plaintext alphabet
aintext alphabe abcdefgh.""oli’ﬁl'rS"“"W"yz Ciphertext alphabet | | /N | F|O|R /M A|T G|H|J[K[L[P|Q|S|U[V[W]|X]|Y]|Z
G

Ciphertext alphabet N FIOIRIMIA|T

Ciphertext FIGKUSRP

Plaintext  computer Plaintext computer
Ciphertext FIGKUSRP




Greatest Common Divisor

The Euclidean algorithm is a way to find the greatest common divisor of two positive integers a and b.

Example
Formal description of the Euclidean algorithm
« Input Two positive integers, a and b. 60 = 18 = 3 =6 (60=3x 18 +6)
«  Output The greatest common divisor of a and b.
. Internal computation 18+6=3 =0 (18=3x6+0)

1. If a<b, exch d b. : : . .
ash, exchange a an When remainder r = 0, the GCD is the divisor, b, in the
2. Divide a by b and get the remainder, r. If r=0, last equation. GCD =6
report b as the GCD of a and b.
3. Replace a by b and replace b by r. Return to the

previous step.



Relative Prime: Two integers a and b are relatively prime if gcd(a,b) = 1

Example:

4 and 5 are relative prime

4 and 10 are not relative prime

Euler totient function @(n): defined as the number of positive integers less than n and relatively prime to n
for arbitrary n, @¢(n) is given by

[

o) = | | PP - 1),

=1

Where n = P, P2, ..., P*" is the prime factorization of n (i.e.. the P ;are distinct

primes, and ei gives the number of occurrence.

Euler's generalization gives us an algorithm for solving an equation
ax mod n =1, where gcd (a, n)=1
This solution is given by

x = a®?™-1modn




Examples

1. What is the Euler totient function for n=24

Solution

24 =23x3

$(24)=2°x (2-1)x3°x(3-1)=8
2. Find ¢(27)

Solution

27 = 33

#(27)=3*x(3—-1) = 18

3. Find ¢(12) ?



Example

Find the inverse of 9 mod 26

Solution

gcd (9, 26)=1

x = a®™-1modn

x = 992601 1m0d 26

B(26) =?

26 =2x13

0(26) =29x (2-1)x13°%x (13 -1) =12
x = 9%20)~11m0d 26

x = 91271 mod 26

X=3



Example

Let a=3 and n=7, find inverse of a mod n

Solution

ged (3, 7)=1

x = 391 mod 7
x =3°1mod?7

X=5




Multiplicative Cipher

In multiplicative cipher, each plaintext character is multiplied by K

C=E(P,K)=(P XxK)modn

and

GCD (K,n) =1

For example 15 and 26 have no factors in common, so 15 is an acceptable value for key however
12 and 26 have factors in common (e.g. 2) so 12 cannot be used for a value of key.

P=D(C,K) =CxXK 'modn

Plamtext Plamtext

Encryption

Ciphertext




What is the key domain for any multiplicative
cipher?

only 12 possible keys: 1, 3,5, 7,9, 11, 15, 17, 19, 21, 23, and 25 have GCD (K,26) = 1

Here are the possible multipliers and their inverses:

o B



Example

ENCRYPTION DECRYPTION
S . We use a multiplicative cipher to decrypt the
We use a multiplicative cipher to encrypt the ciphertext “SWEFYPKX” with the inverse key of
plaintext “computer” with a key of 9. The 9 which is k=3. The plaintext “computer”.

ciphertext is “SWEFYPKX”.

ciphertet ]S _|W JE |F Y [P K [X

18 22 4 5 24 15 10 23
(K~1 =3) 3 3 3 3 3 3 3 3
Ciphertext * K1 45 66 12 15 72 45 30 69

2 14 12 15 20 19 4 17

C 0 m o] u t e r

| plaintext |
O R O
Key(k=9) 9 9 9 9 9 9 9 9
Il 18 126 108 135 180 171 36 135
18 22 4 5 24 15 10 23

S W E F Y P K X




Affine Cipher

Plamtext Plomtext

Encryption C C ) Decryption
Criphertext




Affine cipher

C =E (P) = (PK; + K;,) mod n,where GCD (K;,n) =1

P=D(C) = ((C—K,)x K1) modn,where GCD (K;,n) =1

J The additive cipher is a special case of an affine cipher in which
k; = 1. The multiplicative cipher is a special case of affine cipher in which k, = 0.




Example

Encrypt the plaintext ”its cool” using affine cipher with k1=5 and k2=8

C=E(P) = (5%p+ 8) mod 26

i i t s c¢c o ol
; 8 19 18 2 14 14 11
P*5+8 48 103 98 18 78 78 63
L 22 256 20 18 O O 11
ciphertext W Z U S A A L




Example

Decrypt the ciphertext” HPCCXAQ ” using affine cipher with k1=5 and k2=8
Solution : we begin by finding the key inverse of k1, the key inverse of 5 is 21. Then apply

P =D (C) = ((C - K;) x K{**) mod 26,
P=D (C) = ((C—8) x 21) mod 26

Ciphértext H P ¢ ¢ X A -
c 7 15 2 2 23 0 16

c-8 -1 7 -6 -6 15 -8 8
(c-8)*21 -21 147 -126 -126 315 -168 168
(c-8)*21 mod 26 5 17 4 4 3 14 12
plaintext f r e e d 0 m



Homophonic Cipher

Cipher involves replacing each letter with a variety of substitutes, the number of potential substitutes

being proportional to the frequency of the letter.




12 29 25 43 71 80 89 95

21 35 54 20 74 87
01 40 57 68 79 81
13 28 51 67 75 84 33 27 22

08 62 58
07

18 32
96

09 93

14

A

B 05 92

C 19 37 36

D 23 41 61 66

E 16 30 47 59 72 83 90 60 69 88 99 00

F 17 49

G 02 31

H 04 45 55 63 76 82

! 15 34 56 97 77 86 Plaintext: computer
J 03

K |11 Ciphertext 19 10 65 06 58 13 16 21
L 24 38 48 64

M 65 46

N 26 42 53 70 73 98

P 06 39 .

Q |52 Plaintext ~ ?
R

S

T

U

V

W

X

Y

Z




Polyalphabetic substitution cipher

) Another way to improve on the simple monoalphabetic technique is to use different

monoalphabetic substitutions as one proceeds through the plaintext message.




Vigenere Cipher

1 The best known, and one of the simplest, polyalphabetic ciphers is the Vigenére cipher.

1 In this scheme, the set of related monoalphabetic substitution rules consists of the 26 Caesar
ciphers with shifts of 0 through 25.

1 Each cipher is denoted by a key letter, which is the ciphertext letter that substitutes for the
plaintext letter

c; = (p; + ki) modn
p; = (¢; —k;) modn

Jkey is needed that is as long as the message. Usually, the key is a repeating keyword.



ipher

igenere C

JThe Vigenére cipher uses a 26x26 table

V

ABCDETFGHTIJKILMNOPUORSTUVWIXYZ
Ala|s|c|o|e|Fle|u|1]|o[K|L|M[R|o|lPp|[Q|R|s|T|Uu|Vv|w|x|Y]|2z

Ble(c|plE|F|G|H|I|J|K|L|M|N|o|Plo|[R|[s|T|Uu|V | Ww|[x|Y|[Z]|aA

Clc|plE|F|G|H|T|Jg[K|L|M|N|o[P[olR|sS|T|VU|V|IW|X|Y|Z|A|B

with A to Z as the row heading and column

heading .

JThis
the

Dio|e|Fle|H|[1]lo|k|L|M[nu|folPr|o|R|s|T|ulv iw[x|Y|z|Aa|[B]|C

Ele|Fle|lu|1|[olk|L|M|n|[ofPloe|RrR|s|T|u|Vv|iw[x|yY|z|a|B|[Cc]|D

Flelg|[ulz|ao|lk|lov|m|[nlolp|o|lrR|s|T|lu|[v w|x|v|z|a|[e|c|D|E

Glg|H|1|Jg|k|L|uw|n|olp|o|R|s|[T|lulv|w|x|Y|z|Aa|B|[c|D|E]|F

Hulr|oglg|lr|m|n|ofprplof[r|s|T|ufv|w|[x|y|lz|[a|B|lc|p|E|F]|G

Ijz|o|k|r | M[n|jofp|oelR|[s|[T|uv]|Vv|w|x|[¥Y|z|a|B|c|D[E|F|G|H

Jo|k[Lv|M|n|olp|[e|R|s|T|[uv|v|[w|x]|Y|[z|[a|B|c|D|E|[F|G|H]|1I

as

to
Vigenere

referred

Tableau,

usually
Square.

IS

table

Kegk|lr|umln|lolplo|r|s|T|u|lviw|x|y|z|a|elc|p|e|Fle|u|l1]|a
Liv|iuv|[nlole[eolr|s|[T|u|v]w|x]|Y|z|A|[B|c|D|E|]F|c|[n]|1][o]K
Mu|n|olep|o|R|s|T|[ulv|w|[x|Y|[z|A]lB|[c|p|E|Fle|n|[1|alk[L
Nin|o|[P|lo|R|[s|T|u|v|w|[x|y|lz|a[B|c|Dp|E|]F|[6|n|I]|]o|K|[L][M
Olo|lp|olrR|s|[T|u|Vv|wlx|Y|[z|A|B|]c|ID|E|F|G|H|T|Og|[K|L|[M|N
Plelo|R|s|T|[v]|v|w|[x]|Y|z|A|lB|[Cc|[D|lE|F|lG6|H|[I|J]|K|[L|[M|[N]O
Qlo|RrR|s|T|u|v|w|[x|[Yl|lz|Aa|B|lc|[D|[E|lF|Ge|n|I|[ag|KkK|L[M|[Nn]|O]|P
RiR|s|T|u|v|wlx|Y|z|A|[B|[c|D|E|F|G|H|I|J[K|[L|M|n|o|[P[Q
Sis{r|uvlv]|w|x|yY|[z|AalB|c|D|E|F|G|lu|[1|[J]|kK|L|M|[N|[o|P|OQ[R
Tit|lu|viw|x|yY|z|a|B|lc|[p|[E|lF|e|H|IT|ag|k|L|[M|[n]|o]|P|o[R][S
Uv|v|wlx|[y|[zla|B|c|pD|E|[F|lGe|H|I1T|o|kK|L|M[n|[o|P|Q|R|[S|T
Viviw|x|y|[z|a|le|c|plE|[F|G|H|I|[J|k|L|M|N|[o|P|[o|R|S]|T]|U
Wwlx|yl|lz|a|slc|p|E|lF|g|ulz|[ag|[klL|mw|[n|lo|r|olR[s|[T]|U]|V
XIx|lyl|lzlal[B|clo|eE|[Flg|[u|1lo|k|[L|M|nu]|olp|[olR]s|TlUulV] W
Yiy|lz|[als|c|[ole|[F|lglulz|olk|L|mM|n|olrPrlo|rRIs|T|[UulVv]w|[x
Zlz|alelc|p|E|F|[G|ulz|a[k|L|mM|n|lof[pr|[o|R|s|T|ulVv|w|[x][Y

by

genére

]

Vigenere
has the letters shifted to the left one position

letters. Starting with the second row, each row
in a cyclic way.

IThe first row of this table has the 26 English

Table or V.,




Example

The plaintext is "javatpoint"”, and the key is "best". Decryption
Ciphertext = kentutgbox, key=best

J the given key is repeated in a circular manner, as long as the
length of the plain text does not equal to the new key.

k |e (n |t |u [t |g |b |o |x

j a Y a t p 0 [ n t
b |e S t b |e S t b |e
b |e S t b |e S t b |e
- O First, select the row of the key letter, find the ciphertext letter's
Encryption . .
position in that row, and then select the column label of the
(IThe first letter of the plaintext is combined with the first letter corresponding ciphertext as the plaintext.
of the key. The column of plain text “j" and row of key “b" 0 le. in th f the kev is "b" and the cioh is Mg
intersects the alphabet of “k" in the vigenere table, so the first For example, in the row of the key Is and the ciphertext is
letter of ciphertext is “k". and this ciphertext letter appears in the column "j", that means the

ASimilarly, the second letter of the plaintext is combined with first pl.amtext letter is °j". o _ o _
the second letter of the keK. The column of plain text “a" and U Next, in the row of the key is "e" and the ciphertext is "e" and this

row of key “e" intersects the alphabet of “e" in the vigenere ciphertext letter appears in the column "a", that means the second
table, so the second letter of ciphertext is “e".

plaintext letter is "a".

D]]fhi_shpéocess continues continuously until the plaintext is [ This process continues continuously until the ciphertext is finished.
inished.

Ciphertext = kentutgbox Plaintext = javatpoint



Example

DECRYPTION:
p, = (c - k) mod 26

The plaintext is "javatpoint”, and the key is "best".

Encryption: ¢, = (p; + k) mod 26

plaintext j | a v | a t pl o | i]|n|t Ciphertext k e n t u t 1 gl b 0 X

Plaintext value (P) 09| 00 [ 21 (00| 19 |15| 14 |08 | 13| 19 Ciphertextvalue (E) | 10 | 04 13 19120 [ 19|06 | 01 14 23

Key b e s t b e s t | b e Key b e S t b e S t b e

Key value (K) 01|04 (18 |19| 01 (04|18 (19|01 | 04 Key value (K) 01 04 18 19 (01 [04 (18] 19 01 04

Ciphertext value(E) (10| 04 | 13 |19| 20 | 19| 06 |01 | 14 | 23 Plaintext value (P) 09| 00 21 00 1 19 115 (14| 08 13 19

Ciphertext k e n t u t g b fo) X Plaintext J a \ a t p (@] | n t




Example

Encrypt the plaintext “now is the time for all good men” using Vigenere cipher with keyword “3 579 11”

11 3 5 7 9 11 3 5 7 9 11

9

7

)

on
i
L |
(+)}
~N

5

3 57 9 11 3

Repeated key

n

o/d mi|e

NN aoow o= 2as=onocunk>>Zx
o N Hixnglalvowoznlas ootz sz
HWixl=ngloovouwvzrindaZ=oaoc v =D >
(eT0] Q.
E x| =nalojvouwozxnigaE=oaocn e
—_ n [Pz naovjawwozwnikals=o ool nle
Plioslz|x=nglajvgluuwvzn A E=onocln
—_ T
HE2 > 2% =nalav]ajwwozwngalz=olnoc
o || |vne2 > Zx=|nzglajvalwwozHnKalEzowuo
e v e 2~ ngav]awwoznnkalE=o
[ - O |Clojxnes>zx~nzlalvowwo xxnxals=lo
o oo e|neo s> zx~nglavowwo z~nals=
X
Qoo x| ngaaWwd = als
“— € = =|o|a|ojx|n|els>|x|x|~|nalavlalw w o] x|« n|ela
SEzlolaoenfeo>Zxxnadalo o wuo xiHne
U ||=X
HiRZ=oluoene>>Z = nadavowuolx~s
m p"nKLMNOPQRSTUVHKYZABCDEFGHI
Rhinlkalslzlolalocuezs>zx~nacovolwwol=x
_ = (MR R R Z=olajcalneo > E K= nagaloomn o
Mz aszloa/oanea>Z X ~nadolo o w e
+— (8]
Ooz|+n e szlolalocneD>ZXx>ngooolw
UV || |[Hjmofzmngalz|=loaclener>> 2% =nagoloa
MWw oz« nals=loaclan s> x~naolo
< m Qoo xn L AS| zlolacja e o> X M =ndao
W Diviopwv=znnalzi=olacun e >z x~nla
)
Moo owuox«na==zoa o neD > xxmn
n ||l dalovowuoznnleaszoa oic e D > X m
CNUAMKROIIHRXHEZOACKUHDPEX N
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2 ||o
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S
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o-— L
0O lla
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Beaufort Cipher

Ci = (kl — pl) mod n

Question: Encrypt the plaintext "now is the time for all good men" using Beaufort cipher with
key " computer"
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