Front-End Frameworks
· Introduction to popular frameworks (React, Vue, Angular)
· State management concepts
· Component-based architecture

1. Introduction to Front-End Frameworks
Modern web applications are no longer static HTML pages; they are dynamic, interactive, and data-driven. To manage this complexity, developers use front-end frameworks — libraries or full-featured platforms that provide structured ways to build scalable, maintainable user interfaces.
Why Use Front-End Frameworks?
· Efficiency: Reduces repetitive coding tasks.
· Scalability: Handles complex applications with multiple components.
· Maintainability: Encourages modular and reusable code.
· Community Support: Continuous updates, tools, and plugins.
Some of the most widely used frameworks are React, Vue, and Angular. Each has its own philosophy, strengths, and ideal use cases.
2. Introduction to Popular Frameworks
a. React (Developed by Meta/Facebook)
· Type: Library for building user interfaces (not a full framework).
· Language: JavaScript/TypeScript with JSX (JavaScript XML).
· Key Concept: Everything is a component—small, reusable UI units.
· Advantages:
· Virtual DOM for high performance.
· Strong ecosystem and community.
· Compatible with various back-end APIs.
· Use Cases: Dynamic dashboards, single-page applications (SPAs), and mobile apps via React Native.
Example:
function Welcome(props) {
  return <h1>Hello, {props.name}</h1>;
}

b. Vue.js (Developed by Evan You)
· Type: Progressive JavaScript Framework.
· Key Concept: Can scale from simple interfaces to complex SPAs.
· Syntax: Template-based and easy to learn for beginners.
· Advantages:
· Gentle learning curve.
· Reactive data binding.
· Excellent documentation.
· Use Cases: Small-to-medium projects, interactive web widgets, prototyping.
Example:
<div id="app">
  {{ message }}
</div>

<script>
new Vue({
  el: '#app',
  data: {
    message: 'Hello Vue!'
  }
})
</script>

c. Angular (Developed by Google)
· Type: Full-fledged MVC framework.
· Language: TypeScript (superset of JavaScript).
· Key Concept: Two-way data binding and dependency injection.
· Advantages:
· Enterprise-level structure.
· Built-in routing, forms, and HTTP modules.
· Strong typing and scalability.
· Use Cases: Large enterprise systems, complex SPAs, real-time apps.
Example:
@Component({
  selector: 'app-root',
  template: '<h1>{{ title }}</h1>'
})
export class AppComponent {
  title = 'Hello Angular';
}

3. State Management Concepts
State refers to the current data or UI condition of an application — for example, user login status, form input, or API response data.
Why State Management Matters
In modern SPAs, managing data flow between components can become complicated. Proper state management ensures:
· Predictable data flow
· Easier debugging
· Synchronization across UI components
Types of State
· Local State: Data managed within a component (e.g., form inputs).
· Global State: Shared across multiple components (e.g., user session).
· Server State: Data fetched from an external API.
· URL State: Data in the URL path or query parameters.
State Management Tools
· React: Redux, Context API, Zustand, MobX
· Vue: Vuex, Pinia
· Angular: NgRx, Akita
Example (React - useState Hook):
const [count, setCount] = useState(0);

4. Component-Based Architecture
Definition
A component is an independent, reusable piece of UI that controls its own structure, style, and behavior.
Example Components:
· Button
· Navbar
· LoginForm
· ProductCard
Advantages
· Reusability: Write once, use anywhere.
· Testability: Each component can be tested in isolation.
· Maintainability: Easier to update or replace individual parts.
· Scalability: Supports large applications with modular design.
Component Hierarchy
Components form a tree structure, where:
· The root component manages the global layout.
· Child components handle specific UI tasks.
Example (React):
App
 ├── Header
 ├── Content
 │    ├── Sidebar
 │    └── Article
 └── Footer

Introduction to Databases
· Introduction to databases: (SQL vs. NoSQL)
· Connecting web applications to databases
· CRUD operations (Create, Read, Update, Delete)
· Hands-on exercise: Building a simple CRUD application

1. Introduction
The lecture focuses on how web applications interact with databases, how data is created, read, updated, and deleted (CRUD), and how build a simple application that performs these operations.
Modern web applications — from social networks to e-commerce platforms — all depend on databases for storing user data, products, transactions, and more. Understanding how to design and connect to a database is a fundamental skill for any web developer.

2. Introduction to Databases (20 minutes)
2.1 What is a Database?
A database is an organized collection of data, typically stored and accessed electronically from a computer system. It allows for efficient data management and retrieval.

2.2 SQL vs. NoSQL Databases
	Feature
	SQL Databases
	NoSQL Databases

	Structure
	Relational (tables with rows & columns)
	Non-relational (documents, key-value pairs, graphs, or wide-columns)

	Examples
	MySQL, PostgreSQL, SQLite, Oracle
	MongoDB, Firebase, Cassandra, Redis

	Schema
	Fixed schema; requires defining tables and data types
	Dynamic schema; flexible for unstructured data

	Scalability
	Vertically scalable (increase hardware power)
	Horizontally scalable (add more servers)

	Query Language
	SQL (Structured Query Language)
	Varies — often JSON-based or API-driven

	Best Use Cases
	Banking systems, ERP, CRM
	Social networks, IoT, real-time apps


Summary:
· SQL is ideal for structure, relational data and complex queries.
· NoSQL is preferred for flexible, large-scale, or rapidly changing data.

3. Connecting Web Applications to Databases (15 minutes)
Web applications connect to databases through a server-side language (like Node.js, PHP, Python, or Java).
The basic steps are:
1. Database Setup – Create the database and tables (for SQL) or collections (for NoSQL).
2. Connection String – Use a URL-like string that includes the database address, username, and password.
3. Connection Library/Driver – Each language uses a specific library to connect:
· Node.js → mysql2 or mongoose
· Python → sqlite3, psycopg2, pymongo
· PHP → PDO or MySQLi
4. Query Execution – The application sends queries or API calls to interact with data.
5. Data Handling – Results are returned to the web application, often in JSON format, for display to users.
Example (Node.js + MySQL):
const mysql = require('mysql2');
const connection = mysql.createConnection({
  host: 'localhost',
  user: 'root',
  password: '',
  database: 'students_db'
});

connection.connect((err) => {
  if (err) throw err;
  console.log('Connected to MySQL!');
});

4. CRUD Operations (Create, Read, Update, Delete) (25 minutes)
CRUD represents the four basic functions of persistent storage — the backbone of web application data interaction.
	Operation
	SQL Example
	HTTP Method
	Typical Use

	Create
	INSERT INTO students (name, age) VALUES ('Ali', 21);
	POST
	Add a new record

	Read
	SELECT * FROM students;
	GET
	Retrieve data

	Update
	UPDATE students SET age=22 WHERE id=1;
	PUT or PATCH
	Modify existing data

	Delete
	DELETE FROM students WHERE id=1;
	DELETE
	Remove data


CRUD in RESTful APIs:
· Frontend sends HTTP requests (POST, GET, PUT, DELETE)
· Backend translates these requests into SQL or NoSQL operations
· Responses are returned as JSON
5. Hands-on Exercise (20 minutes)
Goal: Build a simple CRUD application to manage student records.
Stack: Node.js + Express + SQLite (or MongoDB if available)
Steps Overview:
1. Setup
npm init -y
npm install express sqlite3
2. Create Database
const sqlite3 = require('sqlite3').verbose();
const db = new sqlite3.Database('students.db');
db.run('CREATE TABLE IF NOT EXISTS students (id INTEGER PRIMARY KEY, name TEXT, age INTEGER)');
3. Build Express Server with CRUD Routes
const express = require('express');
const app = express();
app.use(express.json());

// CREATE
app.post('/students', (req, res) => {
  const { name, age } = req.body;
  db.run('INSERT INTO students (name, age) VALUES (?, ?)', [name, age]);
  res.send('Student added successfully!');
});

// READ
app.get('/students', (req, res) => {
  db.all('SELECT * FROM students', [], (err, rows) => res.json(rows));
});

// UPDATE
app.put('/students/:id', (req, res) => {
  const { name, age } = req.body;
  db.run('UPDATE students SET name=?, age=? WHERE id=?', [name, age, req.params.id]);
  res.send('Student updated successfully!');
});

// DELETE
app.delete('/students/:id', (req, res) => {
  db.run('DELETE FROM students WHERE id=?', [req.params.id]);
  res.send('Student deleted successfully!');
});

app.listen(3000, () => console.log('Server running on http://localhost:3000'));
Test using Postman or Browser:
· POST /students → add student
· GET /students → view all
· PUT /students/:id → edit student
· DELETE /students/:id → remove student

6. Summary and Discussion (10 minutes)
· Databases are the heart of modern web applications.
· SQL vs NoSQL: choose based on data structure and scalability needs.
· CRUD operations provide the foundation for any data-driven system.
· Connecting your app to a database is crucial for dynamic, real-world functionality.
Assignment:
Build your own CRUD app (e.g., “Book Manager” or “Employee Directory”) using any backend framework and database of your choice.

Authentication & Authorization
· Introduction to authentication and session management
· User authentication methods
· Securing web applications (HTTPS, data validation)
· Common security threats (SQL injection, XSS)
· Using Passport.js for authentication
· Implementing login and registration functionality Authorization with roles and permissions
· Hands-on exercise: Building a login system

1. Introduction to Authentication and Session Management
1.1 Authentication vs Authorization
· Authentication: verifying who the user is.
Example: “Are you really alice@example.com?”
· Authorization: deciding what an authenticated user is allowed to do.
Example: “Can Alice access the admin dashboard?”
· Session Management:
“How do we remember you between requests?”
HTTP is stateless. Sessions give us a way to remember that multiple requests come from the same authenticated user.
These three are related but distinct. Many bugs and security flaws come from mixing them up.
In web apps, these two (1,2) often work together:
1. The user logs in → authentication
2. Based on their role (user, admin, moderator) → authorization
Implementing these correctly is necessary for:
1. Protecting user data
2. Preventing account hijacking
3. Implementing business rules (e.g., admins vs regular users)
1.2 Stateless HTTP and the Need for Sessions
· HTTP is stateless: each request is independent, and the server does not “remember” previous requests automatically.
· To build a real application (e.g., a dashboard that stays logged in), we need a way to remember the user between requests:
· One common solution: sessions.
· The idea:
1. After successful login, the server creates a session (a record in memory/DB).
2. The server sends a session ID to the client, usually via a cookie.
3. On each subsequent request, the browser automatically sends this cookie back.
4. The server looks up the session ID → finds the associated user → treats them as logged in.
1.3 Cookies, Sessions, and Tokens
· Cookie: A Small piece of data stored in the browser. Often holds a session ID.
Important attributes:
· Secure – only sent over HTTPS.
· HttpOnly – JavaScript cannot access it (mitigates XSS stealing the cookie).
· SameSite – controls cross-site cookie behavior (helps reduce CSRF).
· Max-Age / Expires – how long the cookie stays valid.
· Session store: On the server (memory, Redis, database), mapping sessionID → user data.
· HTTP requests are independent, but we want continuity:
1. User logs in and is authenticated.
2. Server creates a session associated with that user (e.g., in memory, database, Redis).
3. Server sends back a session ID, typically stored in a cookie.
4. On subsequent requests, the browser sends the cookie, the server looks up the session, and “remembers” the user.
· This is stateful session management:
· Session data lives on the server.
· The client just holds an identifier (session ID).
· Stateful: server keeps session; simple invalidation but requires central store.
· Stateless (JWT): scalable; invalidation is harder (often via token blacklists or short expirations).
· Tokens (e.g., JWT): Another pattern where instead of a server-side session store, the server gives the client a signed token containing user info; the client sends that token on each request.

2. User Authentication Methods
Authentication is about proving identity. There are three classic factors:
1. Something you know – password, PIN, secret answer.
2. Something you have – phone, security key, smart card.
3. Something you are – biometrics (fingerprint, face).
2.1 Password-Based Authentication
Most common:
· User provides username/email + password.
· Server stores a hashed version of the password (never plaintext!).
· On login:
· Hash the provided password with the same algorithm and compare.
Best practices:
· Use a strong hashing algorithm designed for passwords: bcrypt, argon2, or scrypt.
· Add a salt (unique per user) – these libs handle that.
· Enforce a strong password policy, but also usability (avoid overly complex rules that cause insecure behaviours).
Never store plain-text passwords.
Typical pattern in Node.js:
const bcrypt = require('bcrypt');
async function hashPassword(plainPassword) {
  const saltRounds = 10;
  const hash = await bcrypt.hash(plainPassword, saltRounds);
  return hash;
}

async function verifyPassword(plainPassword, hash) {
  return await bcrypt.compare(plainPassword, hash);  // true/false
}
2.2 Multi-Factor Authentication (MFA)
Add a second factor for better security:
· One-time code via SMS (not ideal, but common).
· TOTP apps (e.g., Google Authenticator).
· Email-based codes or magic links.
· Hardware tokens (YubiKey, FIDO2).
Typical flow:
1. User logs in with username/password.
2. If valid, ask for a second factor.
3. Only after both are valid, mark session as fully authenticated.
To improve security:
· Something the user knows: password
· Something the user has: phone (OTP), hardware token
· Something the user is: biometrics
Example MFA patterns:
· SMS / email OTP
· Authenticator apps (TOTP)
· Hardware security keys (FIDO/U2F)
2.3 OAuth and Social Logins
· Authenticating via third parties like Google, GitHub, Facebook, etc.
· User clicks “Sign in with Google”.
· Google authenticates them and then your app receives limited identity info (e.g., email, name).
· Commonly implemented Passport strategies like passport-google-oauth20.
This helps:
· Improve UX (users don’t create yet another password).
· Less password handling and storage on your side.
· Users like not having to remember another password.

3. Securing Web Applications: HTTPS and Data Validation
3.1 HTTPS: Transport Layer Security
· HTTP: traffic between client and server is plain text.
· HTTPS: HTTP + TLS; traffic is encrypted and integrity-protected.
Why it matters:
· Prevents eavesdropping (stealing passwords, session cookies).
· Prevents man-in-the-middle attacks (modifying responses in transit).
Best practices:
· Use HTTPS everywhere, not just on the login page.
· Use Secure cookies (only sent over HTTPS).
· Use HttpOnly cookies to prevent access from JavaScript.
Example session cookie config in Express:
app.use(session({
  secret: 'very-secret-key',
  resave: false,
  saveUninitialized: false,
  cookie: {
    httpOnly: true,    // JS cannot read it → mitigates XSS stealing cookies
    secure: true,      // only over HTTPS
    maxAge: 1000 * 60 * 60 // 1 hour
  }
}));
(In development, you might set secure: false because you’re not using HTTPS locally.)
3.2 Data Validation and Sanitization
Any input from:
· Forms
· Query params
· JSON bodies
· Cookies
…should be treated as untrusted.
We validate and sanitize to:
· Ensure it has the expected type, length, and format.
· Remove or neutralize dangerous characters.
Useful libraries in Node.js/Express:
· express-validator (validation middleware)
· OR manual checks in your route handlers.
Example with express-validator:
const { body, validationResult } = require('express-validator');

app.post('/register', 
  [
    body('email').isEmail(),
    body('password').isLength({ min: 8 })
  ],
  (req, res) => {
    const errors = validationResult(req);
    if (!errors.isEmpty()) {
      return res.status(400).json({ errors: errors.array() });
    }
    // proceed to create user
  }
);

4. Common Security Threats: SQL Injection and XSS
4.1 SQL Injection
Idea: Attacker injects malicious SQL code into user input so that your database executes unintended queries.
Example vulnerable code (DON’T DO THIS):
const user = req.body.username;
const query = `SELECT * FROM users WHERE username = '${user}'`; // vulnerable
db.query(query, (err, rows) => { /* ... */ });
If user is "alice' OR '1'='1", the query becomes:
SELECT * FROM users WHERE username = 'alice' OR '1'='1';
This can log in anyone or dump all users.
Mitigation:
· Use parameterized / prepared statements.
· Use an ORM that does this for you.
Example (pseudo-code):
const user = req.body.username;
const query = 'SELECT * FROM users WHERE username = ?';
db.query(query, [user], (err, rows) => { /* ... */ });
4.2 Cross-Site Scripting (XSS)
Idea: Attacker injects malicious JavaScript into your page, which then runs in the browser of other users.
Example scenario:
1. You display comments without escaping.
2. Attacker submits: <script>fetch('/steal-cookie')</script>
3. That script runs in the browser of anyone who views the comments.
Mitigation:
· Escape all user-supplied data when rendering HTML.
· Use templating engines that auto-escape by default (e.g., Handlebars, Pug).
· Use Content Security Policy (CSP) headers.
· Use HttpOnly cookies to make it harder to steal cookies.
Example header in Express:
const helmet = require('helmet');
app.use(helmet()); // sets various security headers including basic CSP

5. Using Passport.js for Authentication
5.1 What Is Passport.js?
· Passport.js is a popular authentication middleware for Node.js.
· It provides a uniform API over many different authentication strategies:
· Local (username/password)
· OAuth (Google, Facebook, GitHub)
· Others (JWT, etc.)
Key concepts:
· Strategies: A strategy defines how to authenticate (local, Google, etc.)
· serializeUser / deserializeUser: Functions that define how the user is stored in the session and retrieved.
Serializing / Deserializing Users
Allows Passport to store minimal user info in the session (usually the ID) and retrieve the full user from DB on each request.
passport.serializeUser((user, done) => {
  done(null, user.id); // store user id in session
});

passport.deserializeUser(async (id, done) => {
  try {
    const user = await User.findById(id);
    done(null, user); // attach user to req.user
  } catch (err) {
    done(err);
  }
});
Once this is configured, any authenticated request will have req.user populated.
5.2 Basic Setup (Express + Passport + Sessions)
Minimal example (local strategy):
const express = require('express');
const session = require('express-session');
const passport = require('passport');
const LocalStrategy = require('passport-local').Strategy;
const bcrypt = require('bcrypt');
const app = express();
app.use(express.urlencoded({ extended: false }));
// Session middleware
app.use(session({
  secret: 'very-secret-key',
  resave: false,
  saveUninitialized: false
}));
// Initialize Passport and use sessions
app.use(passport.initialize());
app.use(passport.session());

// Example: fake user store
const users = [
  { id: 1, email: 'alice@example.com', passwordHash: '...' }
];

// Configure the Local Strategy
passport.use(new LocalStrategy(
  { usernameField: 'email' }, // use 'email' instead of default 'username'
  async (email, password, done) => {
    const user = users.find(u => u.email === email);
    if (!user) {
      return done(null, false, { message: 'Incorrect email.' });
    }
    const match = await bcrypt.compare(password, user.passwordHash);
    if (!match) {
      return done(null, false, { message: 'Incorrect password.' });
    }
    return done(null, user);
  }
));

// How user info is stored in the session
passport.serializeUser((user, done) => {
  done(null, user.id);
});

// How to get user from session
passport.deserializeUser((id, done) => {
  const user = users.find(u => u.id === id);
  done(null, user || false);
});

6. Implementing Login and Registration Functionality
6.1 Registration Flow
Steps:
1. Validate input (email format, password length, etc.).
2. Check if the email is already registered.
3. Hash the password with bcrypt.
4. Store the user record in the DB.
5. Optionally log the user in immediately after registration.
Example route (simplified, using in-memory array, for teaching purposes):
const express = require('express');
const bcrypt = require('bcrypt');
const router = express.Router();
const User = require('./models/User');

router.post('/register', async (req, res, next) => {
  try {
    const { email, password, name } = req.body;

    // 1. Validate input (simplified)
    if (!email || !password) {
      return res.status(400).send('Email and password are required.');
    }

    const existing = await User.findOne({ email });
    if (existing) {
      return res.status(400).send('Email already in use.');
    }

    // 2. Hash password
    const hash = await bcrypt.hash(password, 10); // 10 = salt rounds

    // 3. Create user
    const user = await User.create({
      email,
      name,
      passwordHash: hash,
      role: 'user' // default role
    });

    // Optionally log in the user immediately
    req.login(user, (err) => {
      if (err) return next(err);
      return res.status(201).send('Registration successful.');
    });

  } catch (err) {
    next(err);
  }
});

module.exports = router;
6.2 Login Flow with Passport
Passport adds a passport.authenticate middleware that uses the configured strategy.
router.post('/login',
  passport.authenticate('local', {
    failureRedirect: '/login?error=1', // or send JSON
    failureFlash: false
  }),
  (req, res) => {
    // If we reach here, authentication succeeded
    res.redirect('/dashboard'); // or send JSON response
  }
);
If you are building an API, you might instead send a JSON response:
router.post('/login', (req, res, next) => {
  passport.authenticate('local', (err, user, info) => {
    if (err) return next(err);
    if (!user) return res.status(401).json({ message: info.message });

    req.login(user, (err) => {
      if (err) return next(err);
      return res.json({ message: 'Logged in successfully', user: { id: user.id, email: user.email } });
    });
  })(req, res, next);
});
Logout
To destroy the session:
router.post('/logout', (req, res, next) => {
  req.logout(err => {
    if (err) return next(err);
    req.session.destroy(() => {
      res.clearCookie('connect.sid'); // session cookie name may vary
      res.send('Logged out.');
    });
  });
});
6.3 Protecting Routes (Authentication Middleware)
We often need routes that only logged-in users can access:
function ensureAuthenticated(req, res, next) {
  if (req.isAuthenticated()) {
    return next();
  }
  res.redirect('/login');
}

app.get('/dashboard', ensureAuthenticated, (req, res) => {
  res.send(`Welcome, ${req.user.email}!`);
});
6.4 Logging Out
app.post('/logout', (req, res, next) => {
  req.logout(err => {
    if (err) { return next(err); }
  });
  req.session.destroy(() => {
    res.redirect('/');
  });
});

7. Authorization with Roles and Permissions
So far, we’ve only handled authentication. Now we add roles.
· Role-Based Access Control (RBAC):
· Users have roles (e.g., admin, editor, user).
· Each role has certain permissions.
· Simpler and very common.
· Permission-Based (or Attribute-Based) Control:
· Finer-grained rules, based on permissions or attributes (e.g., can_edit_post, resource ownership, etc.).
For many systems, a combination is used:
· Roles define coarse privileges.
· Additional checks ensure resource-level security (e.g., user can edit only their own profile).
We store the role as part of the user object:
const newUser = {
  id: 1,
  email: 'alice@example.com',
  passwordHash: '...',
  role: 'admin'
};

Storing Roles in the Database
User model might have:
// Example schema (pseudo-code)
const UserSchema = new Schema({
  email: String,
  passwordHash: String,
  role: { type: String, enum: ['user', 'admin'], default: 'user' },
  // or roles: [String]
});

7.2 Middleware for Authorization
We can create reusable middleware to protect routes.
function requireRole(role) {
  return function (req, res, next) {
    if (!req.isAuthenticated()) {
      return res.status(401).send('Not authenticated');
    }
    if (req.user.role !== role) {
      return res.status(403).send('Forbidden');
    }
    next();
  };
}

// Example: only admins can access this route
app.get('/admin', requireRole('admin'), (req, res) => {
  res.send('Admin panel');
});
We can generalize to allow multiple roles:
function requireAnyRole(roles) {
  return function (req, res, next) {
    if (!req.isAuthenticated()) {
      return res.status(401).send('Not authenticated');
    }
    if (!roles.includes(req.user.role)) {
      return res.status(403).send('Forbidden');
    }
    next();
  };
}

app.get('/editor',
  requireAnyRole(['admin', 'editor']),
  (req, res) => {
    res.send('Editor dashboard');
  }
);
· For more complex apps, you might move from simple roles to permissions (fine-grained capabilities such as CAN_DELETE_POST, CAN_VIEW_REPORTS). These can also be enforced via middleware.
Ensure Authenticated
function ensureAuthenticated(req, res, next) {
  if (req.isAuthenticated && req.isAuthenticated()) {
    return next();
  }
  res.status(401).send('You must be logged in.');
}
Use it like:
app.get('/profile', ensureAuthenticated, (req, res) => {
  res.send(`Hello, ${req.user.email}`);
});
Require Role
function requireRole(role) {
  return (req, res, next) => {
    if (!req.isAuthenticated || !req.isAuthenticated()) {
      return res.status(401).send('Not authenticated.');
    }
    if (req.user.role !== role) {
      return res.status(403).send('Forbidden: insufficient privileges.');
    }
    next();
  };
}
Usage:
app.get('/admin', requireRole('admin'), (req, res) => {
  res.send('Welcome, admin!');
});
Multiple Roles / More Granular Permissions
If users can have multiple roles:
function requireAnyRole(roles) {
  return (req, res, next) => {
    if (!req.isAuthenticated || !req.isAuthenticated()) {
      return res.status(401).send('Not authenticated.');
    }
    if (!roles.includes(req.user.role)) {
      return res.status(403).send('Forbidden.');
    }
    next();
  };
}
Or if you store permissions: ['user:read', 'user:update'], you can check for specific permissions.
Resource-Level Authorization
Roles are often not enough. Example:
· Any logged-in user can edit their own profile, but not others’.
Pattern:
app.put('/users/:id', ensureAuthenticated, async (req, res) => {
  const requestedId = req.params.id;
  const isAdmin = req.user.role === 'admin';
  const isOwner = req.user.id === requestedId;

  if (!isAdmin && !isOwner) {
    return res.status(403).send('Forbidden.');
  }

  // Proceed with the update
});
This ensures that authorization checks not only who the user is, but what resource they are acting upon.
Putting It All Together – A Conceptual Flow
1. Registration:
· Input validation → password hashing → user saved with default role user.
2. Login (Authentication):
· Passport LocalStrategy verifies email + password via bcrypt.
· User serialized into session (store user.id in session).
3. Session Management:
· User’s browser holds a secure session cookie with session ID.
· express-session + passport.session() retrieve req.user each request.
4. Authorization:
· Routes are protected with ensureAuthenticated.
· More sensitive routes additionally require specific roles (requireRole('admin')).
· Resource-level checks ensure users can access only their data unless privileged.
5. Security Hardening:
· HTTPS enforced.
· Cookies set with Secure, HttpOnly, SameSite.
· Data validation for all inputs.
· Use parameterized queries or ORM to prevent SQLi.
· Output encoding + CSP to mitigate XSS.
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