Authentication & Authorization
· Introduction to authentication and session management
· User authentication methods
· Securing web applications (HTTPS, data validation)
· Common security threats (SQL injection, XSS)
· Using Passport.js for authentication
· Implementing login and registration functionality Authorization with roles and permissions
· Hands-on exercise: Building a login system
1. Introduction to Authentication and Session Management 
Concept Overview:
· Authentication is the process of verifying the identity of a user or system.
· Authorization determines what an authenticated user is allowed to do.
· Session management maintains state between the client and server during multiple requests (since HTTP is stateless).
Example Scenario:
When you log in to Gmail, the system authenticates you with your credentials and maintains your session through cookies or tokens, allowing you to stay logged in across pages.
Key Concepts:
· Stateless nature of HTTP
· Session persistence (cookies, tokens, sessions)
· Importance of secure authentication for protecting user data
2. User Authentication Methods 
1. Password-Based Authentication
· Simplest and most common.
· Requires secure hashing (e.g., bcrypt) and salting of passwords.
2. Token-Based Authentication
· Uses tokens (JWT - JSON Web Tokens) to verify identity.
· Stateless: No session storage on the server.
· Common in modern SPA and API-based systems.
3. Multi-Factor Authentication (MFA)
· Adds extra security layers (e.g., password + OTP).
4. OAuth and OpenID Connect
· Used for third-party logins (Google, Facebook, GitHub).
3. Securing Web Applications 
1. HTTPS
· Encrypts data between client and server using SSL/TLS.
· Protects against man-in-the-middle attacks.
· Always use HTTPS, especially for login and registration pages.
2. Data Validation
· Validate and sanitize user inputs on both client and server sides.
· Prevents code injection and malicious data entries.
3. Secure Password Handling
· Hash passwords using bcrypt or Argon2.
· Never store plaintext passwords.
· Implement password policies (minimum length, complexity, etc.).

4. Common Security Threats 
1. SQL Injection
· Attackers inject SQL commands into input fields to manipulate databases.
Example:
SELECT * FROM users WHERE username = 'admin' OR '1'='1';
· Prevention:
· Use parameterized queries or ORM frameworks.
· Sanitize and validate inputs.
2. Cross-Site Scripting (XSS)
· Injects malicious scripts into web pages viewed by others.
Example:
<script>alert('Hacked!')</script>
· Prevention:
· Escape output data.
· Use Content Security Policy (CSP).
· Sanitize user input.
3. Cross-Site Request Forgery (CSRF)
· Tricks users into executing unwanted actions.
· Prevention: Use CSRF tokens and same-site cookies.
5. Using Passport.js for Authentication 
Overview:
· Passport.js is a Node.js middleware for authentication.
· Supports local strategy (username/password) and third-party OAuth strategies (Google, Facebook).
Core Components:
· Strategy: Defines how authentication is done.
· Serialize/Deserialize: Manages user session persistence.
Basic Setup Example (Node.js + Express):
const passport = require('passport');
const LocalStrategy = require('passport-local').Strategy;

passport.use(new LocalStrategy(
  (username, password, done) => {
    // Verify user in DB
    if (username === 'admin' && password === '1234') {
      return done(null, { username: 'admin' });
    } else {
      return done(null, false);
    }
  }
));

passport.serializeUser((user, done) => done(null, user.username));
passport.deserializeUser((username, done) => done(null, { username }));

6. Implementing Login and Registration Functionality 
Steps:
1. Create user model with username, email, password.
2. Use bcrypt to hash passwords before saving.
3. Implement registration route:
· Validate inputs.
· Hash password.
· Save to DB.
4. Implement login route:
· Compare entered password with hashed password.
· On success, create session or issue JWT.
5. Use middleware to protect routes.
Example Snippet:
app.post('/login', passport.authenticate('local', {
  successRedirect: '/dashboard',
  failureRedirect: '/login'
}));

7. Authorization with Roles and Permissions 
Concepts:
· Role-based Access Control (RBAC) assigns roles (admin, editor, user) to users.
· Permissions define actions allowed per role.
Implementation Example:
function authorizeRoles(roles) {
  return (req, res, next) => {
    if (!roles.includes(req.user.role)) {
      return res.status(403).send('Access Denied');
    }
    next();
  };
}

app.get('/admin', authorizeRoles(['admin']), (req, res) => {
  res.send('Welcome Admin');
});

8. Hands-On Exercise
Objective: Build a basic login system using Node.js, Express, and Passport.js.
Steps:
1. Initialize Node.js project:
npm init -y
npm install express passport passport-local express-session bcrypt
2. Set up Express app and routes (/register, /login, /dashboard).
3. Implement Passport.js local strategy.
4. Store users in a temporary in-memory array or SQLite database.
5. Add role-based access to specific routes.
Expected Outcome:
build and run a simple web app that allows user registration, login, and session management using Passport.js.
9. Summary 
· Authentication confirms identity; authorization manages access.
· Always hash and validate user data.
· Use HTTPS and security best practices.
· Understand and mitigate common web threats.
· Passport.js simplifies authentication in Node.js applications.
Deployment Strategies
· Overview of web hosting options
· Introduction to cloud services (AWS, Heroku)
· Continuous integration and deployment (CI/CD)
Deployment Strategies in Modern Web Development
1. Introduction
In previous classes, we built and tested web applications locally. Today, we move to a crucial stage in the software development lifecycle: deploying web applications so real users can access them online. Deployment is not just about uploading files; it involves selecting the right hosting environment, preparing the production application, and ensuring fast, secure, scalable performance over time.
2. Overview of Web Hosting Options
Web hosting refers to the service that stores your website’s files and makes them accessible on the internet. Hosting solutions vary in price, performance, scalability, and complexity. Below are the main types used in modern development.

2.1 Shared Hosting
· Definition: Multiple websites share the same server and resources.
· Examples: Bluehost, HostGator, GoDaddy.
· Pros: Cheap, beginner-friendly, easy setup.
· Cons: Limited performance, poor security, not suitable for large apps.
Best for: Small personal projects or simple static websites.
2.2 Virtual Private Server (VPS) Hosting
· Definition: A virtual server with dedicated resources, isolated from others.
· Examples: DigitalOcean, Linode, Vultr.
· Pros: More control, good performance, scalable.
· Cons: Requires server management skills (Linux, Nginx, security updates).
Best for: Medium-sized web apps requiring stability and customization.
2.3 Dedicated Server Hosting
· Definition: You rent an entire physical server.
· Pros: Maximum control, very high performance.
· Cons: Expensive, requires advanced system administration.
Best for: Large enterprises or high-traffic applications.
2.4 Managed Hosting
· Definition: Hosting companies manage updates, security, backups.
· Examples: WP Engine, Firebase Hosting (for front-end), Vercel/Netlify (for fullstack JS).
· Pros: Simple deployment, automated scaling, perfect for developers.
· Cons: Can be more expensive, limited customization.
Best for: Modern JavaScript apps (React, Next.js, Vue) and teams needing automated workflows.
2.5 Static Site Hosting
· Examples: GitHub Pages, Netlify, Vercel.
· Use case: Front-end apps, static HTML/CSS/JS, JAMstack apps.
· Features: Global CDN, fast performance.

3. Introduction to Cloud Services (AWS & Heroku)
Modern applications often require scalable, flexible environments that adapt to user traffic. This is where cloud platforms excel.

3.1 Amazon Web Services (AWS)
AWS is the world’s largest cloud computing provider, offering over 200 services.
Key Features
· EC2: Virtual servers to run your backend (Node, Python, etc.)
· S3: Cloud storage for images, files, videos, static websites.
· Lambda: Serverless functions—run code without managing servers.
· RDS / DynamoDB: Managed SQL and NoSQL databases.
Benefits
· Highly scalable
· Pay-as-you-go pricing
· Enterprise-grade security
· Integrated CI/CD options (CodePipeline)
Suitable for: Large applications, start-ups needing scalability, enterprise-level systems.
3.2 Heroku
Heroku is a Platform-as-a-Service (PaaS) that simplifies deployment.
Why Heroku is popular for students & developers:
· Easy setup: deploy in minutes.
· Works directly with Git and GitHub.
· Auto-manages servers, scaling, and logs.
· Add-ons for databases (PostgreSQL, Redis).
Deploying on Heroku (Typical Workflow)
1. Commit your code to Git.
2. Push to Heroku using:
git push heroku main
3. Heroku builds and runs your app automatically.
Suitable for: Small to medium web applications, prototypes, student projects.
4. Continuous Integration & Continuous Deployment (CI/CD)
4.1 What is CI/CD?
CI/CD refers to a set of practices that automate the process of integrating changes into a project (CI) and delivering them to production (CD).

4.2 Continuous Integration (CI)
Developers regularly push code to a shared repository. CI systems automatically:
· Run tests
· Check code quality
· Build the application
· Catch errors early
Tools for CI
· GitHub Actions
· GitLab CI
· CircleCI
· Jenkins
4.3 Continuous Deployment (CD)
After the CI process finishes successfully:
· The application is deployed automatically to the server or cloud.
· No manual uploads or commands needed.
Benefits
· Faster releases
· Fewer deployment errors
· High system reliability
· Consistent testing and quality checks

4.4 Typical CI/CD Pipeline Example
1. Developer pushes code to GitHub.
2. GitHub Actions runs tests and builds the app.
3. If successful, CI/CD deploys automatically to:
· Heroku
· AWS EC2
· Vercel
4. Production app updates within seconds.
5. Summary
· Deployment is the process of publishing your web app online.
· Hosting options range from shared hosting to cloud-based architectures.
· Cloud services (AWS, Heroku) provide scalable, modern deployment environments.
· CI/CD automates testing and deployment, ensuring higher quality and faster development cycles.
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