Columnar Transposition

Encrypt:

private void encryptToolStripMenuItem_Click(object sender, EventArgs e)
{

    string plaintext = Plantext.Text.Replace(" ", "").ToUpper();
    string key = Key.Text.ToUpper();

    int columns = key.Length;
    int rows = (int)Math.Ceiling((double)plaintext.Length / columns);


    char[,] table = new char[rows, columns];
    int index = 0;


    for (int r = 0; r < rows; r++)
    {
        for (int c = 0; c < columns; c++)
        {
            if (index < plaintext.Length)
                table[r, c] = plaintext[index++];
            else
                table[r, c] = 'X';
        }
    }


    int[] order = Enumerable.Range(0, columns)
                            .OrderBy(i => key[i])
                            .ToArray();
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    StringBuilder cipher = new StringBuilder();

    foreach (int col in order)
    {
        for (int r = 0; r < rows; r++)
        {
            cipher.Append(table[r, col]);
        }
    }

    ciphertxt.Text = cipher.ToString();
}
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Decrypt:
private void decryptToolStripMenuItem_Click(object sender, EventArgs e)
{

    string ciphertext = ciphertxt.Text;
    string key = Key.Text.ToUpper();

    int columns = key.Length;
    int rows = ciphertext.Length / columns;

    char[,] table = new char[rows, columns];


    int[] order = Enumerable.Range(0, columns)
                            .OrderBy(i => key[i])
                            .ToArray();

    int index = 0;


    foreach (int col in order)
    {
        for (int r = 0; r < rows; r++)
        {
            table[r, col] = ciphertext[index++];
        }
    }


    StringBuilder plain = new StringBuilder();

    for (int r = 0; r < rows; r++)
    {
        for (int c = 0; c < columns; c++)
        {
            plain.Append(table[r, c]);
        }
    }

    Originaltxt.Text = plain.ToString().Replace("X", "");
}
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