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Abstract-In this paper, we introduce a DCT based steg-
anographic method for gray scale images. The embedding ap-
proach is designed to reach efficient tradeoff among the three 
conflicting goals; maximizing the amount of hidden message, 
minimizing distortion between the cover image and stego-image, 
and maximizing the robustness of embedding. The main idea of 
the method is to create a safe embedding area in the middle and 
high frequency region of the DCT domain using a magnitude 
modulation technique. The magnitude modulation is applied 
using uniform quantization with magnitude Adder/Subtractor 
modules.  

The conducted test results indicated that the proposed 
method satisfy high capacity, high preservation of perceptual 
and statistical properties of the stego-image and also it is robust, 
to some extents against several levels of JPEG compression. 
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I. INTRODUCTION 
 

Steganography is the science of covered writing. Its pur-
pose is to hide information in a cover medium so that it is 
“hard” for everyone to detect the existence of the embedded 
information. A well-written introduction to steganography 
could be found in [1-4]. Images are the most commonly used 
carrier to transfer information. Bitmap and JPEG images have 
been used. Information can be hidden in images using a num-
ber of methods. These methods could be categorized into spa-
tial domain embedding and transform domain embedding 
methods [1,5,6]. 

By embedding a secret message into a digital image, a 
stego-image is obtained. It is important that the stego-image 
does not contain any easily detectable artifacts due to mes-
sage embedding such that could be detected by an eavesdrop-
per. There are many different steganographic methods that 
have been overviewed and analyzed by many researchers over 
the last few years. (e.g., hiding files in the least significant 
bits of digital images, data hiding in DCT coefficients, and 
data hiding in DWT coefficients) [1,7]. Some papers intro-
duced the utilization of various embedding techniques in DCT 
domain [8,9,10,11]. Some of these methods used the strategy 
of edge block selection, recursive matrix encoding and largest 
coefficient serving criteria to assign the host coefficient [12]. 
Other researches suggest the use of LSB to hide data in DCT 

coefficients [13]. However, one common drawback of all 
current data embedding methods is the fact that the original 
image is distorted by small amount of noise due the data em-
bedding itself. This noise could   reveal the existence of secret 
message and hence, weaken the security value of the covert 
channel.  

In this paper, we propose an image steganography system 
where secret information is embedded in an 8x8 block – DCT 
coefficients using magnitude modulation method. The pro-
posed algorithm aims to achieve a high capacity, less imper-
ceptibility and good robustness. 

 
II. PROPOSED STEGANOGRAPHY METHOD BASED ON DCT 

 
The proposed method is used to hide a secrete object (text, 

image, audio, video…) into a cover image. As shown in fig-
ure 1, the method depends on transforming the cover image 
from spatial to frequency domain, and convert the secrete 
object into a binary form (bits sequence). The embedding 
module hides some of the bits sequence in a chosen area in 
the frequency domain media (i.e., middle and high fre-
quency), after applying a magnitude modulation method on 
the chosen transformed coefficients in order to get a safe area 
to hide the secret bits sequence. The magnitude modulation is 
obtained by applying uniform quantization. 

On the other hand, figure 2 shows the extraction part of the 
method. The magnitude modulation is applied on the trans-
formed stego object; it implies a uniform quantization fol-
lowed by making a comparison with the original transformed 
value in order to get the values of embedded hidden bits.  

Several techniques could be used to transform an image 
from spatial to frequency domain representations, such as 
DCT, DFT and DWT [5,6,12,13]. Each transform has its ad-
vantages. Here, the DCT approach is adopted.  

The most common 2D DCT definition is given by [6]: 
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Figure 1. Message Embedding Block Diagram 

 
Figure 2. Message Extracting Block Diagram 

 

Where 

⎪
⎪
⎩

⎪⎪
⎨

⎧

=

=
=α

1-N1,2,...,k for
N
2

0k for
N
1

)k(  

where N is the image size. 
 
To get the matrix form of equation (1), we will use the fol-

lowing equation 
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According on the equation 2, the DCT could accomplish by 

matrix multiplication 
 

C = T I T '                                        (3) 
 
while the inverse transform equation is 
 

I = T ' C T                                         (4) 
 
As mentioned before, the DCT transforms an image from 

spatial domain to frequency domain. It decomposes the image 
signal into spectral sub-bands, each having different impor-
tance with respect to the image's visual quality. As a rough 
view, as shown in figure 3, DCT decomposes the image sig-

nal into low, middle, and high frequency components 
[5,6,7,12,13]. 
 

Message Embeding Module 
 

The introduced system can embed a hidden message (text, 
image, audio) in its binary form within a cover image of suit-
able size. The proposed embedding method consists of four 
stages: Transformation, Quantization, Embedding, and In-
verse Transformation (see figure 1). 
 

 
 

Figure 3. Low, Middle, and High frequency 
 distribution in a DCT block. 
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Stage One (Transformation Stage): 

The cover image B is partitioned into 8x8 blocks, each 
block is denoted by bi. Then DCT is applied to each one, de-
noted by ci. 

 
T b Tc ii ′=                                          (5) 

 
where T is the transformation matrix (see Equation 1). 
As shown in figure 3, the upper-left corner of ci contains the 
low frequency coefficients, and as we proceed down along the 
main diagonal we will pass through the middle and reach to 
the high frequency coefficients. The secret message is to be 
hidden in the middle and high frequency regions, leaving the 
low frequency part as it is. It is not wise to embed the secret 
message bits in the low frequency components of the DCT 
blocks, because human vision system is more sensible to 
modifications may occur in the lower frequency subband. 

 
Stage Two (Quantization Stage): 
 

Figure 4 illustrates the magnitude modulation method, it is 
simply based on creating a slacked space (due to quantiza-
tion) within the values of DCT coefficients, and then, this 
space is utilized to host a secret bit value. 

The middle and high frequency coefficients in ci, which are 
used as host coefficients, are quantized using the following 
equation: 
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where 
 

)vu(Q)v,u(Q 0Step +α+=                          (7)  
 
Q0 and α are chosen constants. The values of (u, v) ∈{0, 1, 

2, …, N-1}, where N is the block size.  
 

 
Figure 4 Quantization and Embedding stages. 

(a) Original DCT coefficient values. 
(b) Quantized DCT coefficient values. 
(c) New quantized DCT coefficient values. 
(d) The values of the binary secrete bits. 

 
Stage Three (Embedding Stage): 
 

The secret message (text, image, audio,…) that we wish to 
embed within the cover image should be converted into a 
binary sequence mi , or more specifically, into bits sequence. 
This binary sequence is embedded in the middle and high 
frequency coefficients area of ic′  to get a stego-block si. The 
embedding process is based on applying magnitude modula-
tion to the quantized values of the host DCT coefficients, 
such that: 
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Stage Four (Inverse Transformation Stage): 
 

For each stego-block si, the inverse DCT will be taken to 
get the output blocks di 

TsTd ii ′=                                    (9) 

Finally, di blocks will be put together to establish stego-
image D. 

 
 Message extraction module 
 
As shown in Figure 2, to extract the hidden message from 

the stego-image the following three stages are applied: 
 

Stage One (Transformation Stage): 
 
This stage is exactly like the transformation stage of the 

embedding process. It is applied to get the DCT coefficients 
block c. 

 
Stage Two (Quantization Stage): 
 

This stage is, also, same like quantization stage of the em-
bedding process. It is applied to get the quantized block c'. 

 
Stage Three (Extraction Stage): 
 

In this stage each entry in the middle and high frequency 
area in c is compared with the corresponding entry in c' , to 
get the hidden binary bits using the following criteria: 
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III. EXPERIMENTAL RESULTS 
 
In this work, a set of tests were conducted to examine the 

performance of the proposed method to hide a binary payload 
within a test image and, then to investigate the effect of the 
compression on the extracted message. In this section, some 
samples of test results are presented to illustrate the system 
performance. The popular image Lena of size 256X256 was 
used as a cover image, while a random sequence of bits is 
used as a secret message.  

 
Results Without Jpeg Compression Attack 
 

Generally, the image steganography system must embed 
the content of a hidden message in the image such that the 
visual quality of the image is not perceptibly changed. Thus 
to study the embedding perceptual effect, we have used the 
peak signal to noise ratio (PSNR) which is defined as [6,12]: 
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and L is the number of gray levels, X is the cover image, X' is 
the stego-image, m is the image width, and n is the image 
height. 

On the other hand, a Rate of Wrong Retrieved Bits 
(RWRB) where defined as: 

%100
n
nRWRB r ×=                                 (13) 

where, nr is the number of wrong retrieved bits (WRB), and n 
is the total number of hidden bits. This metric was used to 
calculate the accuracy of the extraction process. As long as 
RWRB goes to zero, better extraction results where obtain. 

Table 1 shows the results of different choices of Q0 and α.  
In most cases the extracted message has no errors. 

 
TABLE 1  PSNR AND RATE OF WRONG RETRIEVED BITS FOR DIF-

FERENT CHOICES OF Q0 AND α  

α Q0 PSNR RWRB* 

5 41.4 0.04% 
6 40.8 0.004%
7 38.9 0% 
8 38 0% 
9 37.1 0% 

10 36.4 0% 
11 35.7 0% 

0.1 

12 35.1 0% 
5 37.6 0% 
6 36.8 0% 

0.5 

7 36.1 0% 

8 35.4 0%
9 34.7 0%

10 34.3 0%
11 33.7 0%
12 33.3 0%
5 34.6 0%
6 34.1 0%
7 33.6 0%
8 33.1 0%
9 32.7 0%

10 32.2 0%
11 31.8 0%

1 
 

12 31.4 0%
 

5 32.4 0%
6 32 0%
7 31.7 0%
8 31.3 0%
9 30.9 0%

10 30.6 0%
11 30.2 0%

1.5 

12 29.9 0%
* Rate of Wrong Retrieved Bits. 

Figure 5 shows the original image with its histogram, in 
addition to two samples of stego images with their histo-
grams. The first stego sample is produced using Q0 =8 and 
α=1.5, while the values of these two parameters for the sec-
ond sample are Q0 = 9 and α = 1. 

 

 
Figure 5. Two stego-samples produced by the proposed method. 
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Results with jpeg compression attack 
 

Digital images with hidden information (i.e., stego images) 
may be compressed using one of the lossy compression 
schemes. In such case the contents of these images may 
change and consequently this will cause degradation in the 
integrity of extracted hidden message.  

To access to level of compression effectiveness, another set 
of tests were conducted. In this set the stego image is passes 
through JPEG compression before its secret message is ex-
tracted. During the test various degrees of compression rates 
were applied. The over all test results indicated the proposed 
method can achieve good hiding results for certain values of 
Q0 and α, and the corresponding fidelity measure values 
around 32dB.   

Figure 6 shows the performance parameters of the pro-
posed method under JPEG compression attack at different 
quality factors. 

In both considered cases (i.e., without and with the JPEG 
compression attack), the hiding capacity was 9.18% of the 
cover size. The hiding capacity (HC) is computed using the 
following equation: 

HC = %100
L
L

c

s ×                                   (14) 

where, Ls is the size of secrete  message and Lc is the size of 
cover image. 

The results of the conducted tests show that the proposed 
method have good hiding capacity (HC) compared with the 
other known methods, and doesn't change perceptual and sta-
tistical properties. Also, the extracted hidden information al-
most survived if no JPEG attack is done, and it has an accept-
able RWRB when low compression rate is imposed.  

 
IV. CONCLUSIONS 

 
The test results illustrated that the proposed method can 

preserve image quality and provide good hiding capacity of 
hidden message, which it reaches to 9.18%. 

When no JPEG attack is applied, the extraction process is 
fully successful. While, when applying a low compression 
ratio the hiding method work with acceptable rate of wrong 
extracted bits. Of course, a good choice of the parameters Q0 
and α, plays a significant role in the success of the whole 
process. Experiments showed that good tradeoff results can 
be obtained when the values of Q0 and α that lead to PSNR 
values lay around 32dB.   

Many variations could be introduced to improve the per-
formance of the introduced hiding system. In the embedding 
stage we can restrict the embedding area to the middle fre-
quency subbands only.  

 

 
 

Figure 6. Rate of Wrong Retrieved Bits w.r.t. Compression Ratio 

 
 

Figure 7. PSNR w.r.t. Compression Ratio 

This will decrease the effect of the JPEG compression on 
the extracted message and better successful bits retrieval rates 
could be attained. 
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