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Abstract. The art of preventing the detection of hidden information messages is the way that 

steganography work. Several algorithms have been proposed for steganographic techniques. A 

major portion of these algorithms is specified for image steganography because the image has a 

high level of redundancy. This paper proposed an image steganography technique using a 

dynamic threshold produced by the discrete cosine coefficient. After dividing the green and 

blue channel of the cover image into 1*3-pixel blocks, check if any bits of green channel block 

less or equal to threshold then start to store the secret bits in blue channel block, and to increase 

the security not all bits in the chosen block used to store the secret bits. Firstly, store in the 

center of the block and then store another bit in the write or left bit depended on differences 

between them.  

The proposed method was applied to many color images and many measurement terms used to 

show the efficiency of it. The experiment result showed good result that the PSNR = 53.76, 

MSE = 0.273, SSIM= 0.999, with embedding rates 0.55 
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1. Introduction 

Steganography is the technique of covered writing [1] it tends to hide the digital message with the 

digital data of different carriers’ media, the carrier’s media may be audio, image, movie, etc. [2,3]. For 

hiding secret information inside an image, several algorithms have been proposed. The main important 

element used in image steganography is carrier image also known as cover-image; it is the media to 

hide the secret information by using some embedding algorithms. Embedding algorithm: it is 

combining the cover image with the secret information. Stego -image: it is the image obtained after 

embedding the secret message that is the goal of the image steganography technique. The two images 

(the stego -image and cover image) must have the same quality and without distorting the quality of 

the cover image [4]. 

Steganography techniques can be done into two types of domains: spatial and frequency domain. In 

the spatial domain technique, the secret information is embedded directly in pixels of the image. 

Where in the frequency domain also known as the transform domain, the image is transformed, and 

then the secret information is embedded in it [5]. 

The most common and simplest steganography method is the Least Significant Bit. It is a spatial 

domain substitution process where the secret message is hidden in the least significant bit pixels of the 
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cover image [6]. Various algorithms for steganography hide a large number of secret information in 

the first least significant bits of the cover-image pixels. Because the sensitivity of the human visual 

system is very weak, the Presence of the hidden secret information unable to be noticed [7]. If the 

message is simply hidden in the least significant bits of the Sequential pixels, it can be easily 

destroyed by filtering, compression, or a less than size transmutation to get the original hidden 

message. So, this technique must be modified and combined with another transform to resist any 

stego-analysis methods [8] transformation technique based on the covert the cover image from the 

spatial domain into frequency coefficients by manipulation of the orthogonal transform of the image 

through using different transformation techniques like Discrete Cosine Transformation DCT [9]. 

This paper proposed a method that combines the Least Significant Bit (LSB) and Discrete 

Cosine Transform (DCT). This is done by separate the color image into RGB channels and then 

applying DCT transform on the green channel to find the dynamic threshold by using the DCT 

coefficient. The dynamic threshold used to select the block to hide text data in the blue channel based 

on the absolute differences between the value on the pixels in the block, The pixels in the block of 

cover image satisfying the threshold condition are not in Sequential locations makes this proposed 

method stronger and secured. The rest of the research is ordered as follows; Section 2 illustrated the 

discrete cosine transform with its general equation. Section 3 described the proposed algorithm with 

its block diagram, performance measurement explained in Section 4 and the corresponding 

simulations and discussions are done in section5. Finally, the conclusion of the paper was given in 

section 6. 

2. Discrete Cosine Transform (DCT) 

For image and signal processing DCT is orthogonally transformed with many advantages such as little 

in bit error rate and high compression ratio with good in both synthetic effects of calculation 

complexity and information integration ability. It broke the image into three frequency bands the low, 

high, and mid as in Fig1 [8,9]. 

 

Fig 1. The DCT transform of An Image 

The one-dimension DCT equation (k data items) is: 

F(u)=𝛼(𝑢) ∑ 𝑓(𝑥)𝑐𝑜𝑠 ⌊
(2𝑥+1)𝑢𝜋

2𝑘
⌋𝑘−1

𝑥=0           (1) 

for u = 0, 1, 2, . . . , K-1. 

The two-dimension DCT equation (k by L image) is [10]:  

F(u, v)=𝛼(𝑢)𝑎(𝑣) ∑ ∑ 𝑓(𝑥, 𝑦) cos [
(2𝑥+1)𝑢𝜋

2𝐾
]𝐾−1

𝑦=0
𝑘−1
𝑥=0 𝑐𝑜𝑠 [

(2𝑦+1)𝑢𝜋

2𝐾
]      (2) 

for u,v = 0, 1, 2, . . . , K-1 Here, the input image is of size K × L. The pixel intensity is f(i, j); 

and DCT coefficient is F(u,v).  

Broken the image into 8 by 8 blocks pixels and applying DCT to each block Through working 

left to right, top to bottom is how to used DCT in steganography [11]. 
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3. Proposed algorithm  

The proposed algorithm used the discrete cosine transform on the cover image. The DCT transform 

was applied on the green of the color cover image, calculate the threshold for each row, divide the blue 

channel and green channel into non overlapping block 1*3 and then check if any bits of green channel 

block less or equal to threshold then store one of the secret bits in center of blue channel block and the 

other in right or left according to the differences between the pixels. This way is ensuring secret bits is 

non embedding in consecutive pixels, which increase the security. Final step in the proposed method 

applied inverse DCT transform on green channel and combined it with blue channel after embedding 

and red channel to get the stego- image as shown in Fig 2 and explain the hiding for two bit of secret 

text in example as shown in Fig 3. 
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Fig 2.  The main block diagram of the proposed method  

An embedded and extracts algorithm are shown in 3.1 & 3.2  

3.1.  Embedded data process  

The embedding algorithm 

Input: color image with the size [M x N], secret text. 

Output: stego_image. 

Begin 
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Step 1: Read the color image and separate it into three channels R, G, and B. 

Step 2: Apply DCT transform on G channel. 

Step3: Calculate the dynamic threshold by the following equation (3)  Ti = 1/(𝑁 − 1) ∑ | (Ci, j −𝑁−1
𝑗=1

Ci, j + 1)|    , i= 1 to M              (3) 

Where  

Ci, j is the DCT coefficient in i row, j column  

Step 4: Apply inverse DCT on G channel 

Step 5: Divide B and G channels into non overlapping blocks of size 1 x 3, PL, PX, and PR. 

Step 6: Convert the secret text into binary bits. 

Step 7: i=1,   L=1    

While (i≤ M and L≤ length of secret bits) do 

    j=1         // the counter of blocks in each row 

        While (j≤  N/3 and L≤  length of secret bits) do 

            If (PL, PX, and PR) in block [i, j] in G channel ≤ Ti then 

- Store secret bit in LSB of PX in block [i, j] in B channel 

- If |(PX - PL)| ≥  | (PX – PR)|  of  B channel  

    - store another secret bit in LSB of PR 

                 Else 

                    - store another secret bit in LSB of PL 

                       L= L+2; 

             End   //   

- j= j+1 

End   // end of j 

i=i+1 

End   // end of i 

Step 8: Reconstruct the stego-image by combination the three-color channels of the image to produce 

stego-image 

End.    

3.2. Extraction Secret text process, the extracting algorithm 

Input: stego_image 

Output: secret text 

Begin 

Step 1: Read the color image and separate it into three channels R, G, and B. 

Step 2: Apply DCT transform on G channel. 

Step3: Calculate the dynamic threshold by using eq. (3) 

Step 4: Divide G and B channel into non overlapping block of size 1 x 3, PL, PX, and PR. 

Step 5: i=1,   L=1    

While (I ≤  M) do 

    j=1         // the counter of blocks in each row 

        While (j ≤  N/3) do 

            If (PL, PX, and PR) in block [i, j] of G channel ≤ Ti then  

             - extract secret bit from LSB of PX in block [i, j] of B channel 

- If |(PX - PL)| ≥  |(PX – PR)| of B channel 

- extract another secret bit in LSB of PR 

                 Else 

                  - extract another secret bit in LSB of PL 

             End   //   

j= j+1 

End   // end of j 

i=i+1 

End   // end of i 
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Step 6: Convert the extracted bits to Ascii then to text  

End  
 

An Implementation example for the proposed algorithm is as follows: 

After applying DCT on the green channel and calculate the dynamic threshold for each row, divide the 

blue and green channel into non overlapping blocks of size 1 x 3, (PL, PX, and PR).   

Suppose the threshold of row i in green channel = 151 

If any pixel (PL or PX or PR) in the block (i, j) of green channel < =151   

Store secret bit in LSB of PX in the block (i, j) of blue channel 

Calculate the difference between the center pixel and the right, left pixels in block (i, j) of blue channel  

|Px-PL|= |165-170| =5 

| Px-PR|=|165-162|= 3 

 | (PX - PL) |  ≥ | (PX – PR) |                 (4)  

Store another secret bit in LSB of PR of blue channel.  

    

 

 

 

 

 

 

 

  

 

Fig 3. shows the blocks of the green and blue channel of the implemented example. 

 

 
4. Performance measurement  

The digital quality of an image can be calculated by using many parameters to measure the 

performance of the proposing method:  

4.1. Peak Signal to Noise Ratio (PSNR)  

PL PX PR 
150 153 145 

 

PL PX PR 
170 165 162 

1 0 1 0 1 0 1 0 1 0 1 0 0 1 0 1 1 0 1 0 0 0 1 0 

 

0 1 0 1 0 1 1 11 1 10 0 0 0 0 1 10 … 
 

PL PX PR 
1 0 1 0 1 0 1 0 1 0 1 0 0 1 0 0 1 0 1 0 0 0 1 1 

 

Block (i, j) of 

green channel  

 

Block (i ,j) of 

blue channel  

Secret Text  

 
Block (i,j) of 

blue channel 

after embedded 
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The peak signal-to-noise ratio between two images is computed using PSNR the ratio is used to 

measure the quality between the cover-image and a stego- image. When PSNR is high, good quality of 

stego-image is obtained. (MSE) mean square error represents the differences between the pixels of two 

images (cover image (CI) and stego-image (SI)).  The PSNR equation is [13,14]. 

 

PSNR= 10 Log10  
RI2

MSE
                               (5) 

MSE = 
1

mn
∑ ∑ [CI(k, l) − SI(k, l)]n

l=1
m
k=1 2       (6) 

Where m and n are representing the image size, RI is the maximum value of the image’s pixels.  

4.2. Structural Similarity Index Measure (SSIM)  

SSIM is an improvement method of the classical PSNR & MSE methods which is used to determine 

the resemblance between two images. [0,1] is the range value of the SSIM index. If the index is high 

then it means more similarity of two images (cover image (CI), and stego-image (SI)), and it’s 

calculated as the follows: 

  

SSIM (x1,y1)=
(2𝜇𝑥1

 𝜇𝑦1
  +𝑐1)(2𝜎𝑥1𝑦1+𝑐2)

(𝜇𝑥1
2 +𝜇𝑦1

2 +𝑐1)(𝜎𝑥1
2 +𝜎𝑦1

2 +𝑐2)
             (7) 

Where 𝑥1 and 𝑦1 are two windows of common size, 𝜇𝑥1 is the average of 𝑥1, 𝜇𝑦1 is the average of 𝑦1, 

𝜎𝑥1 2 is the variance of 𝑥1, 𝜎𝑦1 2 is the variance of 𝑦1 and 𝜎𝑥1𝑦1 is the covariance of 𝑥1 and 𝑦1 [15]. 

4.3. Image histogram 

One of the important criteria of security analysis is histogram. The security for the encrypt message is 

more guaranteed as the histogram of the image being is more uniform [16]. The x axis and y axis of 

the histogram graph explains the pixel difference between each pair and the number of occurrences, 

respectively. Comparing the histogram of cover and the stego-image to monitor unusual shapes as a 

result of an embedding algorithm or to identify pixels distribution, it is considered as one of the 

effective experiments of a stego-image identify the pixels distribution [17, 18]. 

 

 

5. Results and Discussion   

The proposed algorithm was implemented and tested on several standard images. The cover images 

with the size (256 × 256) color – scale are used such as (a) Lena, (b) Baboon, (c) pepper, (d) monarch, 

(e) sails and (f) tulips as shown in Fig. 4. Fig 5 shows the stego image after embedding 36000 secret 

bits with embedded rate ER =0.55.  

 Many metrics are used to measure the performance of proposed method such as PSNR, MSE and 

SSIM and the result shown in table -1, High value of PSNR indicates good perceptual quality of stego-

image and the high value of SSIM indicate that have more similarity between cover image and stego-

image  

 

   

(a) (b) (c) 
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(d) (e) (f) 

Figure 4.  The cover image (a) Lena, (b) Baboon, (c)pepper, (d) monarch, (e) sails and (f) tulips 

 

   

(a) (b) (c) 

   

(d) (e) (f) 

Figure 5. the stego-images (a) Lena, (b) Baboon, (c)pepper, (d) monarch, (e) sails and (f) tulips 

 

Table 1. PSNR, MSE and SSIM values for different cover images   

Image PSNR MSE SSIM 

Lena 53.750 0.274  0.998  

Pepper 53.764  0.273 0.998  

Baboon 53.730  0.275 0.999 

Monarch 53.720  0.276  0.997  

Sails 53.770  0.272  0.999  

Tulips 53.731  0.275  0.999  

 

 

The histogram for the blue channel to the cover images and the stego images are shown in Fig. 

6. It can be seen the high correlation between cover and stego- images. 
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 (a) (b) 

  
(c) (d) 

  
(e) (f) 

  
(g) (h) 

  
(i) (j) 
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(k) (l) 

Figure 6.  histogram for cover and stego images: (a) Cover Lena image, (b) Stego -Lena image, (c) 

Cover Baboon image,  (d) Stego -Baboon image ,  (e) cover pepper image (f) stego- pepper image, (g) 

cover monarch image (h) stego -monarch image , (i) cover sails image (j) stego -sails image   (k) cover 

tulips image, and (l) stego -tulips image  

 

6. Conclusion  

To increase the security in the steganography methods, the process of hiding the secret bits must not in 

a consecutive manner. In this proposed method the dynamic threshold was produced based on DCT 

coefficient in the green channel of the cover. The blue channel was divided into blocks of size 1*3. 

The block is selected to hide the secret data depend on the dynamic threshold. Two pixels only in each 

selected block were used to hide the secret bit to increase the security, these two pixels are the center 

pixel in the block and the right or left pixel of the center. The proposed method maintained good result 

depend on the high value of PSNR and SSIM 
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