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Abstract— This study proposed a biometric-based digital 
signature scheme proposed for facial recognition. The 
scheme is designed and built to verify the person’s identity 
during a registration process and retrieve their public and 
private keys stored in the database. The RSA algorithm 
has been used as asymmetric encryption method to encrypt 
hashes generated for digital documents. It uses the hash 
function (SHA-256) to generate digital signatures. In this 
study, local binary patterns histograms (LBPH) were used 
for facial recognition. The facial recognition method was 
evaluated on ORL faces retrieved from the database of 
Cambridge University. From the analysis, the LBPH 
algorithm achieved 97.5 % accuracy; the real-time testing 
was done on thirty subjects and it achieved 94 % 
recognition accuracy. A crypto-tool software was used to 
perform the randomness test on the proposed RSA and 
SHA256. 

Keywords— Digital signature, Face recognition, SHA256, 
RSA, LBPH  

I. INTRODUCTION (HEADING 1) 
One of the approaches to verify the authenticity of 

digital data transmitted between two parties is through 
digital signature. A digital signature is a mathematical 
system that guarantees the authenticity/originality of digital 
data. Through a valid digital data, the data recipient will 
verify that the data is coming from a known sender, thereby 
confirming the authenticity and non-repudiation of the data 
[1]. There are three stages in the digital signature system: 
key generation, message signing, and signature verification. 
The unique private and public keys are generated during the 
key generation stage. The generation of digital signatures 
requires an asymmetric encryption algorithm, in which the 
private key is accessible only to its owner while the public 
key is shared openly [2]. This paper proposed a new facial 
recognition technology-based digital signature scheme. In 
this new scheme, the user is meant to sign messages and 
documents using his/her face and each person's face serves 
as either a private or public key. For face recognition, the 
system uses local binary patterns histograms for features 
extraction and Euclidean distance to measure the distance 
between the facial feature vector of the image saved in the 
database and the image obtained from the camera. The 
system uses Rivest–Shamir–Adleman (RSA) asymmetric 

encryption algorithm for the generation of the digital 
signature, and a secure hash function (SHA256). 

II. RELATED WORK
 Several related methods to the proposed work in this 

study have been proposed in the literature. For instance, Hua 
Zhang et al. [8] proposed a two-party key agreement 
protocol by modifying the improved scheme as an extension 
of Chang-Chang’s signature scheme. Thus, the proposed 
technique ensures the security in standard models by its 
capability to detect new forms of attack. However, it is not 
clear whether the protocol in the proposed technique 
remains secure in the presence of an adaptively selected 
attack. This issue will be addressed in future study. Wenbo 
et al. [9] proposed a digital signature and encrypting method 
based on a combined symmetric key and hardware 
technology. This technique avoids the problem of symmetric 
key management and a drastic speed increase. Similarly, the 
negative effect on office efficiency is minimized. Guifen et 
al. [10] presented a 3-layer structured scheme for digital 
documents. As per the authors, the system could be 
implemented easily with the available office automation 
systems. Documents management provides more 
convenience for users without space and time limitation. It 
can enhance users’ work efficiency since it ensures security, 
storage, and distribution of the secret key. Turk et al. [11] 
proposed an eigenfaces approach for facial recognition. This 
approach is a popular facial recognition algorithm, which is 
based on principal components analysis (PCA). It allows the 
transformation of the training images into eigenfaces using 
dimensionality reduction. It is fast, relatively simple, and 
has been shown to work well in a somewhat constrained 
environment. Guo et al. [12] presented a face recognition 
system based on Support Vector Machines (SVM) with a 
binary tree recognition strategy for solving face recognition 
issues. The approach extracts features from faces before 
discriminating the face pairs learned by SVM. For face 
recognition, the experimental results showed that the SVM 
algorithm performs better than the nearest center approach . 
Magesh et al. [13] proposed a face recognition system based 
on Gabor features, LDA and neural network for 
classification. The performance evaluation of the system 
showed that the recognition rate for the selected database is 
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high with features extracted from LDA and PCA-based 
Gabor methods than simple PCA methods. The results also 
showed that increases in the number of features selected in 
PCA lead to the attainment of more discriminating features 
from LDA, thereby increasing the recognition rate. 
However, this increases the computational load. The authors 
in [14] studied energy minimization by implementing a 
dynamic scheduling framework to increase the mixing of 
hardware elements heterogeneity. The identification 
performance of this framework is significant. However, its 
cost and computational complexity are high. A neural 
spatiotemporal dynamics model for storing the database and 
matching stored faces with a face under observation has 
been developed by [15]. This model presented a good 
performance in real-time applications but suffers from a low 
level of reliability. Luo et. al. [16] presented a detection 
model using facial structure estimation. The model 
presented a high level of reliability, but complexity is high 
as well. The detection of faces  far from the camera is 
difficult. Thus, the system requires improvements at several 
levels, i.e. preprocessing, feature estimations, and training 
[17]. 

III. RSA ENCRYPTION
The RSA cryptosystem is mainly used for securing 

sensitive data during its transmission over an insecure 
network. It is also known as asymmetric cryptography; it 
uses two different keys – a public key, which is accessible to 
everyone, and a private key, which is available only to the 
owner [3]. The schematic of the RSA algorithm is presented 
in the following figure. 

IV. SHA ( SECURE HASH ALGORITHM )
SHA-2 is a set of cryptographic hash functions (SHA-

224, SHA-256, SHA-384, SHA-512). The SHA-2 family is 
more secure than their predecessors SHA- 1 family  and 
MD5, due to the higher size of the hash. Additionally, SHA-
512 is more secure but slower than SHA-256 . SHA-256 
was chosen as a hash function when designing the proposed 
technique as it produces a fixed message length to be used 
in the digital signature [4]. 

V. LOCAL BINARY PATTERNS HISTOGRAM 
(LBPH) 

The local binary pattern is a visual descriptor used in 
computer vision for task classification. It is an appropriate 
type of texture spectrum as proposed [5, 6]. With the LBP, 
feature vector is created by dividing the examined window 
into cells and comparing each pixel in these cells to its eight 
neighbours. If the value of the centre pixel is higher than the 
value of the neighbour, it will be recorded as ‘0’, ‘1’ 
otherwise.The histogram of the frequency of occurrence for 
each number over the cell is then computed as a 256-
dimensional feature vector. Figure 1 shows the process of 
LBP. The LBP for face recognition uses the features of LBP 
code occurrences histogram for each image. The first step is 
to recognize faces using LBPH [7], then, the image is 
divided into local regions before extracting the LBP from 
each region. The histogram of each region is then 
concatenated to form the feature histogram of the given 

face. This process of facial description using LBP is 
depicted in Figure 2. The facial feature histogram can be 
described in three different locality levels: it has the 
information about the pixel-levels patterns; the LBP labels 
of the small regions are summed to produce the regional-
level information. These local histograms are concatenated 
to build the face's feature histogram. 

Fig 1. A flowchart illustrating the RSA algorithm 

VI. PROPOSED METHOD

The proposed approach in this study uses biometric 
authentication such as facial recognition for account 
registration, login, and signing a digital document. This 
scheme provides a more secure and fast way of generating 
and transmitting digitally signed data over an insecure 
network. The proposed method in this paper uses the RSA 
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algorithm and SHA256 hash function to produce digitally 
signed messages. The flow chart of the system is presented 
in Figure 4. 

The addition of a user to the system under the proposed 
approach requires admin login for security reasons. The 
person that manages the software must sign in to the 
software; then, will be asked to enter the prime numbers p 
and q to generate the public and private keys of the new 
person. After that, person’s information, including the 
username and password are requested. The system is 
connected to the SQL database, which contains the keys and 
users' details. Upon the addition of a new user to the 
database, a gray-scale facial image of the user will be 
captured and added to the database to serve as the users’ 
face feature vector. Figure 5 shows the flow chart of the 
main facial recognition-based digital signature program. 

Fig 2. The Basic LBP process. 

Fig 3. Facial description using LBP. 

Fig 4. Adding a new person to the proposed digital   signature system 

VII. RESULTS AND EXPERMENTS 

  This paper proposed the use of the RSA and SHA256 
algorithms for digital signature by using the biometric data 
system. The facial recognition aspect of the process is 
performed using local binary patterns histograms algorithm 
for features extraction while Euclidian distance was used to 
measure the similarity between feature vectors. The facial 
image of each user is extracted from the camera image using 
a HAAR cascade classifier. The system was validated on 
ORL faces dataset and it achieved 97.5 % accuracy. The 
real-time face recognition was validated on 30 subjects and 
it achieved 96 % accuracy.  

. 

2019 IEEE 9th International Conference on System Engineering and Technology (ICSET 2019), 7 October 2019, Shah Alam, Malaysia

978-1-7281-0757-8©2019 IEEE



Fig 5. Work of the proposed system 

Fig 6. User login to the system software in real time 

The random test performed on the encrypted file was 
presin the table below. The encryption was done by the 
RSA and SHA256. Randomness is an important standard 
in measuring and evaluating the strength and durability of 
encrypted files. To enhance the security and robustness of 
transmitters, a random sequence can improve the output of 
the encrypted file and identify the statistical weaknesses in 
the original text. Some tests for randomness are Frequency 

Test, Poker Test, Run Test, Long Run Test, and Serial Test. 
The result of Randomness tests in this study is shown in 
Table (1).Use either SI (MKS) or CGS as primary units. 
(SI units are encouraged.) English units may be used as 
secondary units (in parentheses). An exception would be 
the use of English units as identifiers in trade, such as “3.5-
inch disk drive”. 

Fig 7. validation with the face and upload the document file in real time 

Fig 9. Verify that the signature process has completed in real time 

VIII. CONCLUSION

This paper introduced a facial recognition-based digital 
signature scheme for the recognition of registered persons 
using face recognition and retrieving their private and public 
keys from the database using their features only. This 
approach eases the documents signing task. The cascaded 
RSA/SHA256 system was analysed and validated and the 
results show that the combined system has a better 
performance compared to the performance of its individual 
components. The proposed system also uses the LBPH 
algorithm for face recognition in real-time, where it has 
shown excellent performance as well. This paper 
highlighted the potential future study on the implementation 

START 

Admin login 

Enter the name and password 

Enter two prime number p,q 

Detect Face using Haar cascade classifier 

Extract LBPH Feature vector 

End 

Store the username, password  , p,  q ,feature 
vector 

DB 

Capture face image  
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of facial recognition technology in documents signing and 
office automation systems. 

Fig 8. login a person who is not registered to the system in real time 

TABLE 1. The Randomness test of RSA and     SHA256  algorithms 
results.  
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